Germqn % Welcome to German American

American , . )
G State Bank’s Online Banking!

1. To enroll in Online Banking, click on Enroll below the Online Banking Login on our website:
www.germanamericanstatebank.com

/"“\
/ . Ask for Kasasa B

Get really high interest or cash rewards

with the free checking account that pays. () .

~ Enroll

Mortgage Center

When is a dream home more than a
dream? When we help make it a reality!

2. You will be taken to the Enrollment Instructions screen. This explains the information you will be
asked to provide to enroll in Online Banking. By clicking “I Agree” you are agreeing to all the terms
and conditions found in the Online Banking Agreement, accessible via the link located on this
screen. Click “I Agree” to continue.

Thank you so much for your interest in Online Banking! Please be aware that this ~
is a secure area. No one will see your personal information.

Before we get started, make sure you have the following items:

Your account number at our bank
+ Your Social Security number (SSN)
v The email address on file with us

If your enrollment information is accepted, you will receive a confirmation email.
You must confirm your identity through a link in this email. You must access this
link from the same computer and browser you used to fill out the
enrollment information.

If you would rather not provide this information you can still become an online
banking user by contacting a German American State Bank Representative at v

i F i nenn e aenaeie nmebatabanls camn o ae @15 327 37310

Online Banking Agreement & Disclosure

| do not Agree



http://www.germanamericanstatebank.com/

”

3. Next you will be asked to enter the below information. When completed click “Continue”.

Please complete the fields below. Fields marked with * are required.

*Social Security Number (no dashes)
*Account #

*Email Address on file with GASB

4. Complete the next set of required information; click “Submit” when finished.

Please complete the fields below. Fields marked * are required.

*First Name | |
Middle Name
*Last Name
*Street Address 1
Street Address 2
*City

*State -

*Zip

*Date of Birth (MMDDYYYY)
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5. Next you will be taken to the Email Verification screen. Once you click “Send Email Verification” a
confirmation email will be sent to you to complete the enrollment process.

YOU MUST ACCESS THIS EMAIL AND FOLLOW THE LINK USING THE SAME COMPUTER AND WEB
BROWSER YOU ARE CURRENTLY USING. YOU MUST ALSO CLICK ON THE LINK WITHIN 1 HOUR
FROM NOW.

When you click the Send Email Verification button below, you will be sent an email to verify your online enrollment.

IMPORTANT:
Enrollment will not complete successfully until you click the verification link in the email!
When clicking the link in the email, you must perform that activity from the same computer and web browser you are currently using,

and you must click the link within 1 hour from now!

Please click the Send Email Verification button below to continue.

6. You will be taken to this screen. This is confirming the date and time the email verification was
sent.

A verification email has been sent to at 4/18/2018 4:34:11 PM (CST).

Information Message:

Please click the link contained in that email to complete the online enrollment process

Email Verification Sent

A verification email has been sent successfully.

Please click the link contained in that email to complete the online enrollment process.
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7. The verification email looks like the below. Click on the link at the end of the email to continue the
enrollment process.

YOU MUST ACCESS THIS EMAIL AND FOLLOW THE LINK USING THE SAME COMPUTER AND WEB
BROWSER YOU ARE CURRENTLY USING. YOU MUST ALSO CLICK ON THE LINK WITHIN 1 HOUR
FROM NOW.

----—--— Forwarded message —-—-—

From: <noreply(@gsermanamericanstatebank com>
Date: Wed, Apr 18, 2018, 4:37 PM

Subject: GERMAN-AMERICAN STATE BANK Automated Online Enrollment Verification Email
To: = =
You have received this email as part of the online enrollment process.

To confirm enrollment, yvou must click the link below from the computer at which you began the enrollment process.

IMPORTANT: Enrollment will not complete successfully unless you click the link below from the computer and web browser at which you began the
enrollment process. within 1 hour from the time this confirmation email was sent to you!

Please click the link below to continue:
https://'www.netteller com/login2008/Authentication/Views/OnlineEnrollmentEmailConfirm aspx?confirm=0a4dff4e4798422a8cb083balbb8d9dc

Thank You.
GERMAN-AMERICAN STATE BANK
Date 4/18/2018 4:34:11 PM

8. Once you click on the link you will be taken to this confirmation screen. This screen contains your
login credentials for Online Banking. From here you have the options to Print, Login, or Return to
our home page.

Click Login to continue on to access your Online Banking account. Use the below Online Banking ID
and the last four digits of your social security number for your password to login the first time.

NOTE: You will have the option to change your User ID to one of your choosing once you are fully
enrolled in Online Banking.

Below you will find the 12-digit Online Banking 1D you'll use to log into
our site. Please write this number down for later reference. You will
have the opportunity to create a personalized Online Banking ID after
your first login.

Your temporary password is the last 4 digits of your SSN.
Click the Login button below to continue.

Online Banking ID:

78110000
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9. After clicking Login, you will be taken to the Online Agreement. After reading, please select the
box “I Agree” and click on “Accept” to acknowledge you accept the terms and continue.

Please read and agree to the Online Agreement terms and conditions by selecting the "I
Agree" check box.

Online Agreement:

GERMAN AMERICAN STATE BANK ONLINE BANKING AGREEMENT & DISCLOSURE

This Agreement and Disclosure sets forth your and our rights and
responsibilities concerning the use of our Online Banking Product. In this
Agreement, the words “you” and “your” refers to the owner of the account or
the authorized user(s). The words “we", “us” and “our” means German
American State Bank. By using Online Banking, you agree to all of the terms of
this Agreement.

ONLINE BANKING FEATURES:

You may access your account information by using a specific Online Banking User 1D
and password assigned to you. At the present time you may use the system to:

General Online Banking

Perform account inquiries on checking, savings, certificate, and loan [V
accounts

| Agree
Print Decline m

10. Next you will be required to change your password. Enter your current Password (the last 4 digits
of your social security number) in the first box and your new password in the two boxes following.

MAKE SURE TO ABIDE BY THE PASSWORD RULES TO THE RIGHT AND USE ONE OF THE SPECIAL
CHARACTERS LISTED (NO OTHERS ARE ACCEPTED).

Information Message: Password Change Required.
Create Your Password .

Please create a new Password for access to Online Banking.

Passwords must be between 8-15 characters in length, and must contain a cembination of letters, numbers and special characters.

Change your Online Banking Password (required):

Enter your current Password * Password Rules

- Must contain at least 1 letter

- Must contain at least 1 number

- Must centain at least 1 special character + %@!§%~
- Must be between 8 and 15 characters in length

- Must not match or contain your ID

- Must not match one of the previous 4 Passwords

Enter your new Password *

Reenter your new Password *
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11. Enter your phone number and cell phone provider for One Time Passcode (OTP) capabilities. Once
completed click “Submit”.

IF YOUR CELL PHONE PROVIDER IS NOT LISTED YOU MAY SKIP THROUGH THIS STEP INITIALLY,
HOWEVER, YOU WILL WANT TO CONTACT THE BANK TO UPDATE YOUR OTP NOTIFICATION
SETTINGS.

NOTE: When you enter your phone number on a computer, the spacing and symbols will
automatically be inserted. If you are entering this information using a smart phone or tablet, you
may need to submit it in the following format (#it) ##i-#itH#, parentheses around area code,
space, then the 7-digit phone number with a dash after the first three digits.

For your security, some transactions may require
an additional verification step called Text
Authentication. Text Authentication allows German
American State Bank to send you a transaction
specific passcode, sometimes called a One Time
Passcode (OTP), via text message to verify your
transaction. If you are prompted for text
authentication, your screen will display a button to
send a passcode to your device and an entry field
into which the code must be typed. Once you
successfully enter the passcode, your transaction
will process.

In order for us to send your passcode via text
message, please enter your mobile phone number
and mobile service provider below. If you choose to
skip this step today, you will have 4 more login
attempts to complete this information. If the
information is not provided within the allotted
attempts, your online banking account will be
locked. If your account becomes locked or you do
not have a mobile phone with text services, please
call German American State Bank at 815-362-2310.

PLEASE ENTER YOUR CELL PHONE NUMBER
BEGINNING WITH THE THREE DIGIT AREA CODE
WITHOUT ANY SPACES OR SYMBOLS.

Number

Provider US Cellular v
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12. Choose your security image. This is the image that will appear each time you login to online
banking in the future. Once selected, click “Submit”.

For security purposes, each time you login verify that the image on the left is the
image you selected as your Personal Image.

If you have not set up your Personal Identification Image, a random image will
appear. When you log in, you will be prompted to select an image.
Personal Icon

Current Image Click to Select or Change your Image

”

13. Read the security features page. After you have read through the information, click “Continue”.

What is it?

In order to make your online banking experience as secure as possible, we
are introducing a new security feature that detects any uncharacteristic or
unusual behavior involving your account. If anything out of the ordinary is
detected we will verify your identity.

How does it work?

If we detect any unusual or uncharacteristic activity, we will ask you to
answer your security questions to make sure that it's really you. This will
most likely be a very rare occurrence.

What are the next steps?

Answer and verify three security questions.
Continue banking, with an even higher level of security!
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14. Select and answer your security quesitons. These are used as additional verification if there is high
risk activity on your account. Once completed click “Submit”.

EDIT QUESTIONS AND ANSWERS BEFORE CLICKING CONFIRM. ONCE CONFIRM IS SELECTED,
QUESTIONS AND ANSWERS CANNOT BE MODIFIED.

NOTE: You will be prompted every 180 days to choose new security questions.

German ¢a

American
State Bank

German American State Bank - 100 Church Street, Box 89 - German Valley, IL 61039 - (815) 362-2310

Security Questions (required):

We will monitor the login activity and transactions performed in your sccount. ¥ we
SUSPeCt & high-risi ransaction is about 1o be performed, we will ask you a few
verification guestions. Please take 8 moment 10 select one question from each of
the three drop-down menus.

Queston One: Sefect Questen., . .
Answer ‘
Question Two Select Question. . .
Angwer
Question Three Sefect Question. .

Answer

15. The Thank You message will appear. Click “Continue”.

German 0’

American

State Bank
German American State Bank « 100 Church Street, Box 89 - German Valley, IL 61039 - (815) 3622310

Your settings have been saved.

Thank you for completing the setup of your verificasion information
We will only ask you 10 angwer the Questons If we detect any unusuy
or uncharacteristic actwity. Oick Continue’ below to continue your

session
Continue

"
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16. Enter or update your email address and establish a password reset question and answer. Answers
are case sensitive. These options are also available under Settings if you choose to update your
information at a later date. Click “Submit” when finished.

German fa
American

e Bank

Tonemany Arvevican e Bank v 130 Chuanch Sonews, Bon 5 + Geoman vinlley &, 61010 - 0K1 5] M- 2000

Personal Information

Enter/Upcace Email Address, Password Reset Question & Answe
1 seldress on e

* The question and answer field below are used to prompt you when you need to reset your password.

17. Congratulations you are now enrolled for Online Banking! Please take a moment to
familiarize yourself with the layout and features.

Message Center  Policies Log Out

German 0’

State Bank
A (-] 4 X
Online Banking Bill Pay eStatements Settings
Dashboard Accounts Transactions Transfers
a

German American State Bank - 100 Church Street, Box 89 - German Valley, IL 61039 - (815) 362-2310

AGTT NN EEEEREl  Your e-mail address has been submitted.

Welcome to German American State Bank Online Banking!
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18. To change your User ID go to Settings — Personal

German 0’

American

State Bank

A e ? X
Online Banking Bill Pay eStatements Settings

Personal Account Display Alerts
Y

19. Scroll to the bottom of the screen to find where you would change your Online Banking ID or
password.

Change Online Banking ID or Password

Online Banking ID

Enter New Online Banking ID Rules
- Must contain at least 1 letter
- May contain numbers
- May contain the following special characters: + _% @ 1% * ~
- Must be between 6 and 15 characters

Online Banking Password

Enter Current

Password Rules

- Must contain at least 1 letter

- Must contain at least 1 number

Enter New Again - Must contain at least 1 special character +_%@!$*~
- Must be between 8 and 15 characters in length

- Must not match or contain your ID

- Must not match one of the previous 4 Passwords

Enter New
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20. Enter your new username and click “Submit”. You will be asked to enter a OTP (One Time
Passcode) to complete this process for added security. Select “Text” to have the code sent via text
to your cell phone. The code is the last four numbers included at the end of the text message.

IF YOU DO NOT HAVE A CELL PHONE OR IF YOUR CELL PHONE PROVIDER IS NOT LISTED, PLEASE
CALL THE BANK TO BE ASSISTED.

One-Time Passcode Authentication

Select 'Send Text' to have a one-time passcode sent
to your mobile number:

‘When you receive the Passcode on your mobile device, please enter it

within the box provided and select 'Submit’.

Enter the passcode:

The activity you are attempting requires the use of a One-Time
Passcode (OTP). If you are unable to receive your OTP via text message
to your registered mobile device, keep this box open and call us at
815-362-2310 to obtain an OTP. Obtaining a passcode by calling us is
only available Monday - Friday between 8:00 a.m. and 5:00 p.m. or

Saturday between 8:00 a.m. and noon, excluding holidays.

21. Once you enter the passcode, your changes wil be complete.
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22. To sign up for eStatements - Click on the “eStatements” tab at the top of the screen.

German 0’

American

State Bank

A X ? X
Online Banking Bill Pay eStatements Settings

23. You will automatically be taken to this screen. A Validation Code will appear in red (it may take a

couple minutes to load). After reading the agreement, type in the validation code in the gray
box towards the bottom of the screen and click on “I Accept”.

German 00
American

ate Bank

Online Agreement and Disclosure

YOUR VALIDATION CODE IS: 5d40125

Electronie Delivery of Bank Statements / Notices Consent and Agreement

1 1 130 of the page. You must ente this code below 1o CONfrm your abilly 10 view
tabée versicns of your statements aré in AGG08 PDF forMat You nesd ASoDe Reader 10 vie
dobe Readar ioad and nstal 1 st

Mam. 11 you 60 not have Adode Re:

iyou

e Vaidaton Cods above, piease Click here 1 098 tIn & new browses
"2ve Adobe Reads or 3 Compatis plug-in nstalied. Please contact us &

prvey
vabcaonCooe BT IECIN MO AN
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24. Next, verify the email address shown is correct. If any changes are needed submit them here.

Messoge Cener  Poscies logOut
German 'a

American

State Bank

(German American State Bank 100 Church Sereet, Box 35 German Valiey, IL 61039 (215 3622310

Preferences
Preferences

Edit the inf then click th your changes.
Reqistered Account Number:  *"8521

Your Account Name:

Your Email Address:

Your current deliery prefesence for all Tax Forms is.  PrateaMaliec

Cnange you ¥ for each

Savings. ——5218 & [Elecironc
—— s # [aanee
b

[ Uocte Pretorences |

25. Under each drop down menu, make sure Electronic is selected for the accounts you no longer
want to receive a printed statement for. You may also select to receive your Tax Forms
electronically on this screen as well. Click “Update Preferences” to save your changes.

German 0’
American

State Bank

5 7 m -

German American Szate Bark - 100 Cnuren Sireet, Bow 33 - German Vasey, 1L 51035 (315) 3622310

Statements MNotices. Tax Forms. Other Documents Preferences

Preferences

Your prefersnces have been saved.

then click the Gt apply your changas
Regisiared Accaunt Number:  *8521

Your Account Name:

Your Email Addross: esi@gral com

‘Vour cumsnt ceivery preference for 3l Tax Forma i: | Elscanic

Listad bakaw are all of the accounts currsntly associated with this aStatemants login.
Change yeur delivery preferences

and then select the L

che

Savings

Savings 3188
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26. Going forward you will view your statements by going to “eStatements” and selecting the
“Statements” tab. You can view a printable/pdf version or an interactive/HTML version.

German 0’
American

State Bank

-

Y

‘German Americen Stace Berk 100 Church Screet Box 39 German Vavey,IL 61038 (815) 3622370

Statements

Foryaurcomanance,secronic saarmonts aroavalate ol or up 124 monfh. ik he 8 con o view a pritaie version, Cck he g con o v
2 corresponang atament n 3n ractvs MWL format

your [ signer on by

Bank Statement 8521 032172018 =)
Bank Statemert 218 0212018 aE
Eank Statement a2 02212018 a8
B3k Statement g5 01172018 o8
Banh Statement 521 12202017 =T
Bank Statement 1182017 oE
Bank Statemert 101182017 ﬂ!
Bank Statement 202017 o8
Bank Statement 08162017 n&E
Bank Statemert o782017 o8
Eank Statement 06212017 a8
Bank Statsment 08172017 ]
Bank Statement 04182017 @!
Bank Staemert 0u152017 28
Bank Statement 021152017 ﬂ.
Bank statement owezerT &
Bank Statement 01182017 ﬂ!
Rank Statmment DR "E
G Adobe v Now: format, Adote Readar 1o view them, If you do
Reader 1 ik the ink

27. To enroll in Bill Pay — Go to the “Bill Pay” tab at the top of the screen.

German 0’

American

State Bank

A C 4 X
Online Banking Bill Pay eStatements Settings
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28. Once you click on the Bill Pay tab you will be prompted to select which account you would like as
your default Pay From account. If the first account listed is not the one you prefer, click
“Continue”.

German 0’
merican

tat

S “ ; =

Required: Please selec h you mos
bills tting up new paym
to choose to pay bills from your other accounts.

29. You can keep selecting continue until the correct account shows. Once the right account appears,
click on the circle next to it to select it and click “Continue”.

German 00
American

@ & ) X
coann: T -

Garman American State Bark - 100 Church Sereet, Bax B9 - Garman Valley, 1L 61039 - (815) 3822310
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30. Next accept the terms and conditions and select whether or not you would like to receive
promotional/marketing emails in regards to bill pay. Click “Accept & Submit”.

NOTE: By unchecking the email notification box you are opting out of marketing emails, but will
still receive operational emails (ex: a new a payee has been added).

German 0’
American

State Bank
A - T X
Onling Banking aill Pay estatements Settings

German American Scave Bank - 100 Church Swress, 8 85 - German Valley, L 81033  (813) 362:2210

Get started with Free Bill Pay

Need help getting started?

Chat Now 833-218-1966

& Print
Cormn Amerian e Sk Ly Asrsamint
You may use German American Stale Bank's bill pay service 1o direct German American State Bank o ) )
make payments from your designated checking account to the "Payees” you choose in accordance with Sign up for Bill Pay and take the next step in online banking. This safe and
this agreement. The terms and conditions of this agreement are in addition to the account agreements, secure service allows you to
disclosures and other documents in effect from time 10 time govering your account (©) Pay bils oniine with instant acosss anytime, anywhsre without the
. expense of stamps
o Yes, | accepl the terms & conditions
dly  Schadule one-time of fEcUIMing payments and never worry about
4 Please nofify me of account updates, benefits, or offers via email

missing a bill

U Protect against check fraud making electronic payments and
avoiding unsecured mail

@ e s [ | v

31. This Welcome message appears. Customers can click “Continue” or hit the “X” at the upper right
hand corner of the screen to clear the message.

NOTE: If the screen freezes for some reason, click the Bill Pay tab at the top to refresh the screen,
then continue or click X.

German f’

American
State Bank
ﬂ m !

German Amesican Scace Bank - 100 Church Strear, Box 83 - Garman Vakay, IL §1039- (815 3822310

Welcome to your bill pay
To get started
@ Add a payee

» have your biller's information ready

@ Schedule a payment

penter amount b choose your date b select "Pay
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32. This next screen will prompt you to set up a payee. Select which type of Payee you are establishing
and click “Next”.

Message Center  Pulicies Loz out

German 0’

American

State Bank

L [ ] L] X
Online Banking Bill Pay estatements Settings

Paymenls Payaperson GifPay Calendar Myaccount  Help

German American State Bark - 100 Church Street, Box B3 - German Valley, IL 61038 - (815 362:2310

Welcome GRANT NOBLE | JACWITTE@AOLCONM | Lastlogn: 0950 AM on 032812018
W Messanes(0) | @ 8332181966 | #ChalNow | @ View demo

Add payee

Inesd o ® Pay a company (e.q. credil card, uiliies or cable)
© Pay a parson (s g_friend or relative)
Pay a bank or credit union (e 0. mortgage o loan)

(e [ o]

33. Enter the appropriate information as shown below. Then click on “Next”.

— T s
American
State Bank
A A ] X
e e o o 9SS 59 G el LI5S 151562 50
Payments  Payaperson  GiftPay  Calendar  Myaccount  Help
[ st 0350 0 on 0325618

JACYWITIE@AOLCOM
W Messaces (0] | B 8332181966 | MChalNow | O View dema

Add payee

Who are you trying to pay?

* Required field
Payee name Nicor Gas

Payee account number *

Confirm account number *

Payes phone number* (o0 3542 | - [srar |
Payeezpcode ™ [ gorg7 | - | saonl |
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34. Review the information is correct, then click “Submit”.

German ',

merican

State Bank

L [ L] X
Online Banking aill Pay estatements Settings

Add payee

* Required field

Payee address on file, We have established a relationship with Nicor Gas to remit your payment in the maost efficient manner,

Payee name  Nicor Gas
This is not my payae
Payee account number
Payee phone number  888-642-6747
Payee zip code 60563
Payee nickname * ‘ Nicor Gas

(Name as it appears on the bill)

Default pay 1om * | prymary Accours .
Category ‘ Unassigned . |
Add new calegory
Neme an il (o1 poe]

Message Center Policies

Germian American State Bank - 100 Church Screes, Bax 82 - German Valley, IL 1039 - (815) 362.2310

Payee review

35. Once a Payee is set up, you can manage payees/billers, categorize payees/billers, view pending

payments, sign up for eBills (if available), view bill pay history, etc.

German ',
American

State Bank

L3 * X
Gniine Banking eStatemens Sertings

Paymenis

Payaperson  GifPay  Calendar  Myaccount  Help

Payments

‘Submit all payments

Pay 1o

Pay from Amount Payment date
B Nicor Gas ™07
-:mﬂ =5 Primary Acco._"8521 v| |$a0e 1292018 (7]
= Process dale
Totals

Submit all payments

View pending ransactions | View history

Review all payments

Actions

Bush delrery
[rpp—
204 comman)

Review all payments

German merican Scace Ban - 109 Church Servec B 89~ German Valley. 1L 61038  (£1) 362:2310

Weizama GRANTNOBLE | JACWITTEGACL COW | Lastbgn 09.50 AW en DBZRZ01E
Wi () @En2eise | ecoricy @ vewoemo

Processing in next 45 days | view mere

Total: $0.00

Processed in last 45 days | v more
Payee

Total: 30 00
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